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Message Text 

CONFIDENTIAL 

PAGE 01 NAIROB 04631 141111Z 
ACTION SY-05 

INFO OCT-01 AF-10 ISO-OO AID-05 OC-06 CCO-OO /027 W 

141605Z 068643 /44 

R 141012Z APR 77 
FM AMEMBASSY NAIROBI 
TO SECSTATE WASHDC 7464 

CONFIDENTIAL NAIROBI 4631 

DEPT FOR A/SY/MGT AND A/SY/OPS/T 

E. O. 11652: GDS 
TAGS: ASEC 

SUBJ: RTC REPORDUCTION FACILITIES 
REF: (A) NAIROBI 278 AND 785, (B) STATE 16723 

1 . AID HAS BEEN CONTACTED REGARDING THE POSSIBILITY OF 
UTILIZING THEIR REPRODUCTION FACILITIES BY THE RSS/RTC/RMO. 

AID HAS NO OBJECTIONS PROVIDING VOLUME DOES NOT INTERFERE 
WITH THEIR WORKLOAD. 

2. AID S XEROX IS LOCATED ON THE 12TH FLOOR OF OUR BUILDING 
IN AN UNCLASSIFIED MAIL ROOM. THE AREA IS NORMALLY STAFFED 
BY FSLES AND ONE AID C&R OFFICER. 

3. AID HAS A MINIMAL AMOUNT OF CLASSIFIED AND WHEN REPRO- 
DUCTION OF SUCH MATERIAL IS REQUIRED, THE XEROX IN THE 
EMBASSY'S C&R AREA IS UTILIZED. 

4. THE PROBLEM THAT ARISES IS THAT THE FACILITIES DO NOT 
OFFER SUFFICIENT PROTECTION FOR OUR SENSITIVE MATERIAL. IF 

IT BECOMES KNOWN THAT THE AFRICAN SECURITY HEADQUARTERS IS 
REPRODUCING THEIR CLASSIFIED ON AID'S XEROX, THAT EQUIP- 
MENT COULD BECOME A TARGET FOR TECHNICAL PENETRATION. 

CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 NAIROB 04631 141111Z 

5. OTHER THAN WHAT IS WRITTEN IN SKAGS IB, I DO NOT BELIEVE 
THAT SY HAS ESTABLISHED A POLICY REGARDING CONTROL OF REPRO- 
DUCTION EQUIPMENT USED FOR CLASSIFIED MATERIAL. I HAVE A 
COPY OF A MEMO FROM CHIEF, A/SY/OPS/FO TO RSO NAIROBI 
SUGGESTING THAT REPRODUCTION MACHINE USED FOR CLASSIFIED 
MATERIAL BE CONTROLLED WITHIN A RESTRICTED AREA. GIVEN THE 
MISSION AND OPERATING PROCEDURES OF AID, ADEQUATE CONTROL 
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SUCH AS OUTLINED IN SKAGS IB IS IMPRACTICAL. 

6. REQUEST A/SY FUND PURCHASE OF SUITABLE COPIER RELATED 
TO ONE TIME COST ASSOCIATED WITH RSS/RTC ADDIS/NAIROBI MOVE. 

MARSHALL 

CONFIDENTIAL 
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